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SUBJECT: Prescribing Guidelines for the Protection of Personal Data in Information
and Communications Sysfem in the Private Sector

Section 1. Declaratior of Policy
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Whereas, the Stafe recognizes the: vital role of information and communications technology in nation building,
as well as its. own ebligafion: to ensure network security, conneetivity and neutrality of technology for the national

benefit;
Whereas; undes fhe E-Commerce Eaw (R A No. 8792), the Depariment of Trade and Industry (DT1) shalk direct
and supemvise: the promotion and development of electronic commerce in the Philippines with refevant

govemment ageneies; without prejudiee: fo the: provisions of Republic Act 7653 (Charter of Bangko Senfral ng
Pilipinas}and Republic: Act 879 (General Banking Law of 2000};

Whereas, the issuance of cleas, ransparent, prediclable and enforeeable: rules to clarify and ensure the
profection: of personal data i an information: and communications system i the: private secfor wilf encourage
and promete: the: development of Electronic Commeree: in the Philippines, enhance its compefitiveness in the
new economy, profect the consumer, and encourage efficiency and fransparency in commercial ransactions;

Whereas the profection of users, in particular with regard fo privacy, confidentiality, anonymity and content
control shalf be pursued through policies driven by choice, individual empowerment, and industry-led selutions.
it shall be i accordance with applicable laws. Subject to suciv laws, business should make available to
consumers: and, where: appropriate; business. users, the means to exercise choice to pnvacy confidentiality,
content control and, under appropriate circumstances, anonymity;

Whereas, rules and guidelines for the: Protection of Personal Data in information and Communications System
in the: Private Seefor that ave: technology neutral will help ensure continued private sector initiative and

innovatior, and encourage: consumer frust;

And fimally, recognizing that where appiepli'até, market-driven, coniraciual arangements and codes of practice
are: betfer tools for protection of personal data in an information: and communications system, developing user
confidence: i eleefronic: commeree:

Now, therefore;, the: fellowing guidelines for the protection of personal data in information and communications
sysfemir the: private: sector (hereinafier referred to as the 'Gmdehnes") are hereby prescribed and promulgated

for the: compliance-of alf concerned.
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Section 2. Objective-and Sphere of Application
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These “Guidelines” are: infended fo encourage: and provide support fo pnvate entities. to adopt privacy policies
for the: pmfecﬁonnﬁgemnaidaf& i information and communications syster in the private sector.

The “Guidelines™ preseribe: the: mules goveming dafa profection cedifiers. As business organizations, data
profection: cerfifiers are:encouraged foformulate; establish and implement unique types of cerfifications foreach
industry sector with the: view to supporting and promoting various. types of privacy programs.

The: “Guidelines” likewise- apply to- the: processing of all types of personal data whether such data refers: to any
naturat or legal person, and without regard fo whether or nof that personal data is of locak origin or from foreign
countries.

Section3. Definition of Terms

For the: purposes. of these “Guidelines”, the following terms are defined, as folfows:
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Accreditation: — Third party aftestation by the: DT Aceredifafion Office rerated to a conformity assessment body
eenvegmngom:aldemensfraﬁanei its competence: o carry out specific conformity assessment tasks.

Certification- Thirc party aftestation related: te products, processes, systems, of persons. The grant thereof is on
acompany: levek basis: oF or: 2 per activity oF program basis.

Consent of the: data subject- any freely-givem, specific, and informed expression of will whereby data subjeets
ammhﬁepmmg&mna&dﬁawmmﬂmn

Da!aconﬁomep age:sm who (either alone or jointly or in common with other personsy determines the purpeses
for whichr and the manner is which any personal dataare, er are fo be;, proeessed,

mmmmmmwp any persom (other thar an employee of the data controlier) whe:
wmssesﬂteﬁmheﬁﬁoﬂﬁecﬁamﬁdfer

Bata Protectior Certifier for “Corlifier’} - amndependentm party duly accredited by the DTl Accreditation
Office: pursuant fer these- guidelines for certify the: privacy programs of a Licensee Company and thereafter, o
monitor and oversee ifs implementation and enforcement.  Cedifiers must have:

Adequate knowledge: and expertise: conceming the handling and protection of personal information during
the: course: of business activifies, and, the: ability to properly conduct business relating for setfing privacy
standards with such measures- as certifying and checking web site privacy and email policies, scrutinizing
online and offfine privacy practices, and resolving eonsumer privacy problems,

Data Subject-the: persom to:whon personal data relates.

DT Accreditation: Office:— the body efficially designated by the: DTE Seeretary to: govern the implementation of
these "Guidelines”.

Electronic document— information of the:representation of information, data, figures, symbols or other modes of
writtenr expressien, described or however represented, by which a right is established or an obligation
extinguished, o by which: a fact may be: proved and affirmed, which is received, recorded, transmitted, stored,
processed;, refrieved or produced electronically.

Informatiom and Communications: System — a system for generating, sending, receiving, storing or otherwise
processing electionic: dafar messages or electronic documents and includes the computer systemy or other
simifar device: by oF i which data is recorded or stored and any procedures related to the recording or storage

of electronic data message: or electronic document.
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31t Licensee Company - any data processor of data controller duly certified bf the DTl-gceredited Data Protection
Certifier as having a Privacy Program compliast with, and meeting the minimum standards provided by these
Guidelines. _

312 Person-anynahualer;uﬂﬁreai person ineluding, but not limited to, an individual, corporation, partnership, joint
venture; unincorperatedt association, frust or other juridicat entity, or any govemmentaj authonty

313 Personal Dafa - any information refating to an identified or identifiable natural person.

314 Privacy Program - the policy, procedure, system, regulation, practice, or process maintained, adopted and used
by a Licensee Company for the: prefection of personal data.

3.15 Processing — any operation o set of operations which is: performed upon personal data, whether or not by
automatic: means.

Sectiom 4.

41 Personakdata must be:
" Collected for specified and! legitimate purposes determined before: collecting personal data and are later
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General principles for the: profection of personal data

E
E -

processed in a2 way compatible with those purposes;

Processed accurately, fairly and lawfully;

Accurate; and, where: necessary for-the: processing of personat data, kept up to date; inaccurate or
incomplefe data must be rectified, supplemented, destroyed or their further processing must be restricted.
[dentical, adequate and not excessive: in relation to-the: purpeses for which they are collected and processed;
Kept ir & formy, which permifs identification of data subjects for, no longer than is necessary for the purposes
for which the data were: collected and processed.

42 Criteria for lawful processing of personal dafa. - Personal data processing is: permitted only if not prescribed
othenwise: by faw; and at least one: of the following conditions exists:
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The:datarsubject has: giver his or her unambigueus consent;,

The personal data processing resulfs frem confractual obligations of the data subject;

The:data processing is necessary o a data controlfer for the: performance of his or her fawful obligations but

i sueh cases, the: processing shall be-permitted only to fulfill the: intenfion of the parties; or

Eeheﬂzata proeessing is necessary fo profeci vitally important interests of the data subjeet, including life and
a

43  Disclosure of Personal Daié.io Data;‘:pmcessor
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A data controller may entrust personal data processing to a personal data processor provided a written
contract is entered into between them; :

A personal datar processor may process personal data entrusted to him or her only within the scope
determined in the: confract and in accordance with the purposes provided for therein;

Prior to: commencing personal dafa processing, a personal data processor shall perform safety measures
determined by the-data controller for the: protection of the: system in accordance with the requirements in this
‘Guidelines” and the: E-Commerce Law:

44  Storage of data - Personal data:may be stored and used only for as long as it is necessary to achieve the purposg

" forwhichit was: processed. Unless otherwise stipulated in acts on individual types of personal data, personal data

shalt either be- deleted from a personal data or blocked once the: purpose from the preceding paragraph has been
achieved.

45  Rightsof the data subject- The data subject is entitled-

451

Torbe:informed by any data controller whether personal data of which that individual is the data subject are
being precessed by or o behalf of that data.controller.

£511 ifthat is theease, fo be given by the data controlfer a description of:

45111  The personal data of which that individual is the data subject,
45112  The purpeses for which they are being or are to be processed, ang
45113  Therecipients or classes of recipients to whon they are or may be disclosed.

CERTIFIED TRUE PHOTOCOPY ..., s

RAQUEL M. CLEMENTE -

Head Recorcs Section






